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Abstract 

This concept note is meant to provide a concise overview of the right to private life (Article 8 ECHR 
and Article 7 EU Charter) as underlined in a series of general and sectoral instruments. The 
centrality of privacy in an era of omnipotence of personal data and a constitutional recognition of 
the right to personal data protection (Article 8 EU Charter) is highlighted both from a normative and 
jurisdictional perspective. Furthermore, the note provides a typology of privacy standards on the 
basis of recent case law by the European Court on Human Rights and the Court of Justice of the 
European Union on surveillance practices through processing of personal data. Finally, emphasis is 
placed on the Data Protection Directive, by analysing its main features. 
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Introduction  

Much ink has been spilt in trying to clarify the legal concept of privacy, with a significant 
portion of the relevant scholarship being dedicated to the processing of personal data. Whilst 
a widely agreed definition on privacy remains elusive, the right to private life is a multi-level 
notion and a human right envisaged in all major international and regional instruments of 
human rights. The present note focuses on the added value of privacy in assessing the 
challenges posed by cross-border information exchange in the context of criminal 
investigations, both intra-EU and with third countries. In doing so, the note concisely analyses 
the legal provisions and instruments applicable in the field at European level and discerns key 
characteristics of privacy protection as drawn from the relevant case law of the European 
courts. 

1.  Council  of Europe and the ECHR 

At CoE level, the centrepiece of privacy protection is Article 8 of the European Convention on 
Human Rights (ECHR), which stipulates that: 

‘1. Everyone has the right to respect for his private and family life, his home and 
his correspondence.  

2. There shall be no interference by a public authority with the exercise of this 
right except such as is in accordance with the law and is necessary in a democratic 
society in the interests of national security, public safety or the economic 
wellbeing of the country, for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the rights and freedoms of 
others.’ 

The right has been interpreted by the Strasbourg Court in a wide and generous manner, by 
portraying it as ‘a broad term not susceptible to exhaustive definition’.1 In lack of a dedicated 
right on personal data protection, the ECtHR held in MS v Sweden that ‘the protection of 
personal data […] is of fundamental importance to a person’s enjoyment of his or her right to 
respect for private and family life as guaranteed by Article 8 of the Convention’.2 In this 
framework, in a series of cases, it has addressed privacy concerns in relation to telephone 
conversations,3 telephone numbers,4 computers,5 video surveillance,6 voice recording,7 and 

                                                        
1 PG and JH v UK (2008) 46 EHRR 51 para. 56, as reiterated in Pretty v UK (2002) 35 EHRR 1 para. 61 and Peck v 

UK (2003) 36 EHRR 41 para. 57. 
2 MS v Sweden (1999) 28 EHRR 313 para. 41, as reiterated in S and Marper v UK (2009) 48 EHRR 50 para. 103. 
3 Klass v Germany (1979-80) 2 EHRR 214; Amann v Switzerland (2000) 30 EHRR 843, Halford v UK (1997) 24 EHRR 
523. 
4 Malone v UK (1985) 7 EHRR 14; PG and JH v UK (n 1); Copland v UK (2007) 45 EHRR 37. 
5 Leander v Sweden (1987) 9 EHRR 433; Amann v Switzerland (n 3); Rotaru v Romania (2000) 8 BHRC 43. 
6 Peck v UK (n 1); Perry v UK (2004) 39 EHHR 3. 
7 PG and JH v UK (n 1). 
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the Internet.8 Furthermore, it has held that the right to private life is interfered with by the 
collection, recording, storage and use of personal information.9 

A key requirement in the Court’s jurisprudence has been the extent to which interference 
with the right to private life is ‘in accordance with law’.10 This entails a two-step approach, 
whereby first it needs to be verified that the principle of legality is respected and, secondly, 
that the law bears two essential qualities: adequate accessibility and sufficient precision 
(foreseeability). In Leander v Sweden, the Court was mindful to note that in cases involving 
secret controls conducted by the police in sectors affecting national security, it is sufficient for 
the law to adequately indicate the circumstances in which, and the conditions on which, the 
public authorities are authorised to resort to this kind of interference with private life.11 In 
Zakharov v Russia, a case involving the operation of a system of secret interception of mobile 
telecommunications, the ECtHR took the view that in order for authority to authorise 
surveillance, there must be reasonable suspicion against the person concerned, understood 
as ‘factual indications for suspecting that person of planning, committing or having 
committed criminal acts or other acts that may give rise to secret surveillance measures 
[…]’.12  

As the Article 29 Data Protection Working Party (Art. 29 DPWP)13 has pointed out, this 
proclamation seems to suggest that ‘only targeted data collection should be allowed’ (Art. 29 
DPWP, 2016, p. 8). In S and Marper v the Strasbourg Court addressed concerns related to the 
systematic collection and storage of biometric and DNA data of persons unsuspected of any 
crime. The retention of sensitive data related to innocent period for unlimited periods of 
times was found disproportionate and thus contrary to the requirements of Article 8 ECHR. 
The Court’s approach should be read in conjunction with other developments within the 
Council of Europe, particularly the signature of Convention No 108 for the Protection of 
Individuals with regards to Automatic Processing of Personal Data, which is currently under 
modernisation.14  

2.  The protection of privacy under EU law 

2.1.  EU Primary Law (Articles 7 and 8 EU Charter) 

Fundamental rights form an integral part of the general principles of EU law and are 
enshrined in the EU Charter of Fundamental Rights (EU Charter), which applies to everyone 
                                                        
8 Copland v UK (n 4). 
9 Leander v Sweden (1987) 9 EHRR 433; Amann v Switzerland (n 3); Rotaru v Romania (n 5). 
10 Article 8(2) ECHR. 
11 Leander v Sweden (n 5) paras 50-51. 
12 Zakharov v Russia 39 BHRC 435 para. 260.  
13 The Article 29 Data Protection Working Party has been a consultative mechanism established under Directive 
95/46 that was comprised of representatives of all Member State DPAs with soft regulatory tasks that adopted 

recommendations and opinions of the adequacy of privacy standards in relation to transfers to third countries. 

14 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, ETS No 

108. Also see Recommendation No R (87) 15 of the Committee of Ministers to Member States regulating the use 
of personal data in the police sector, adopted on 17 September 1987. 
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and is binding on EU institutions and Member States when acting within the scope of EU law. 
Article 7 EU Charter essentially replicates Article 8(1) ECHR and thus the former needs to be 
understood and interpreted in light of the latter as well as the relevant case law elaborated by 
the ECtHR.15 Next to the right to respect for private life, Article 8 of the EU Charter 
innovatively recognises the fundamental right to the protection of personal data which reads 
as follows: 

‘1. Everyone has the right to the protection of personal data concerning him or 
her. 

2. Such data must be processed fairly for specified purposes and on the basis of 
the consent of the person concerned or some other legitimate basis laid down by 
law. Everyone has the right of access to data which had been collected concerning 
him or her, and the right to have it rectified. 

3. Compliance with these rules shall be subject to control by an independent 
authority.’ 

The right to personal data protection is also enshrined in Article 16(1) Treaty on the 
Functioning of the European Union (TFEU) (Hijmans 2015). Thus, any type of personal data 
processing (from the initial collection to the transfer to public authorities) requires a 
legitimate ground which may be either the consent of the individual concerned or some other 
legitimate basis laid down by law. The relationship between the two rights has generated 
considerable debate and to reconcile the co-existence of the two concepts, whilst taking note 
of the original anchoring of data protection to privacy, a number of commentators recognise 
that privacy and data protection are ‘closely related’ (Kranenborg 2008, p. 168), or in more 
neutral terms ‘interact in a variety of ways’ (Rouvroi and Poullet, p. 69). This peculiar 
relationship has been codified as a partial overlap, however, the right to personal data 
protection presents inherent limitations, as it accepts by default data processing (de Hert and 
Gutwirth 2006, p. 77). Thus, it cannot challenge whether the collection of personal data, 
which is the first stage in information processing, will in principle take place, but it will merely 
assist in identifying the modalities of such collection or of further stages of processing 
(Vavoula 2017, ch. 1). In that sense, data protection law may actually hinder the substantial 
engagement with privacy claims by de-politicising and de-valuing them into data protection 
safeguards (Mitsilegas 2015, p. 104; Bellanova 2014, p. 114). There appears to be a 
hierarchical and ‘chronological’ relationship between the two rights, whereby as a first step, 
privacy may question the normative choice of a measure, whilst as a second step, data 
protection will reinforce protection by providing the ‘rules of the game’. This subordinate role 
of data protection law in safeguarding the right to private life is corroborated by the CJEU’s 
emphasis on the right to privacy, particularly through the forumation of a hybrid right to the 
private life with regard to the processing of personal data.16  The approach suggest that the 
underlying value to be protected is that of privacy, with the right to the protection of personal 

                                                        
15 Article 52(3) EU Charter. 
16 See Joined Cases C-92/09 and C-93/09 Volker und Markus Schecke and Eifert [2010] ECR I-11063; Case C-
362/14 Maximilian Schrems v Data Protection Commissioner (20.10.2015). 
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data being considered important as to reinforce the privacy protection, rather than to 
substitute it. Even in cases where the referring Court had not referred to the right to private 
life, the Luxembourg Court has added privacy into the equation and kept coherence and 
continuity with the ECHR.17  

2.2.  EU secondary legislation implementing the right to private l i fe 
and its interpretation by the CJEU 

2.2.1. General instruments 

In addition, the right to private life in the framework of personal data processing has been 
‘implemented’ at EU level through the enactment of a series of legal instruments addressing 
various aspects of processing. Directive 95/46/EC has been the cornerstone of EU data 
protection law until 2017,18 when this piece of EU legislation has been replaced by the 
General Data Protection Regulation (GDPR).19 The scope of both these legal instruments does 
not include judicial and police cooperation in criminal matters. They rather address 
processing of personal data in the internal market context by enacting a set of principles 
applicable for legitimate processing of personal data, envisage a series of rights afforded to 
individuals and impose obligations upon data controllers. The GDPR clarifies the concept of 
consent as a ground for legitimising data processing20 and individuals’ rights are 
strengthened.21 As for the territorial application of EU data protection law, in Google Spain, 
the CJEU found that the provisions cannot be interpreted restrictively.22 

Furthermore, transfers of data to third countries are allowed only if ‘the third country in 
question ensures an adequate level of protection’ and grants the Commission with the last 
word on the evaluation of the adequacy of protection afforded by a third country.23 With 
regard to the US, the extent to which it provides an adequate level of protection for personal 
data in the light of EU standards is debatable. In order to facilitate data transfer to the US, the 
EU-US Safe Harbor Commission Decision (Safe Harbour Agreement)24 was negotiated which 
asserted that US data protection rules provide an adequate level of protection. In view of the 

                                                        
17 See Case C-291/12 Schwarz v Stadt Bochum (17.10.2013). 
18 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 
individuals with regard to the processing of personal data and on the free movement of such data [1995] OJ 

L281/31. 
19 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 

natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC [2016] OJ L119/1 (General Data Protection Regulation). 
20 General Data Protection Regulation, arts 7, 8 and 9(2)(a). According art 4(11), consent must be ‘freely given, 

specific, informed and unambiguous’.  
21 Ibid arts 13-4, 17 and 20. 
22 Case C-131/12 Google Spain SL, Google Inc. v Agencia Española de Protección de Datos (AEPD), Mario Costeja 
González (13.05.2014) para. 54. 
23 Directive 95/46/EC, Articles 25-26; General Data Protection Regulation, Articles 44-50. 
24 Commission Decision 2000/520 of 26 July 2000 pursuant to Directive 95/46/EC of the European Parliament 

and of the Council on the adequacy of the protection provided by the safe harbour privacy principles and related 
frequently asked questions issued by the US Department of Commerce [2000] OJ L215/8.  
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Snowden revelations however, a case was brought before the CJEU on whether the 
Commission’s decision establishing the Safe Harbour Agreement was still valid. In Schrems, 
the Grand Chamber invalidated the Agreement requiring a high threshold in relation to the 
transfers of data and proclaiming that the requirement of adequacy should be understood as 
requiring the third country to ensure a level of protection ‘essentially equivalent’ to that 
guaranteed under EU law, read in light of the EU Charter.25 Furthermore, the Court affirmed 
that the adequacy decisions are subject to periodical review, particularly if evidence gives rise 
to doubts that the level of protection remains adequate.26  

In the context of police and judicial cooperation, until recently the relevant legal instrument 
was Framework Decision 2008/977/JHA,27 which regulated the exchange of personal 
information between Member States, thus leaving apart domestic data processing, as well as 
national security.  Most of the Framework Decision’s provisions were meant to mirror the 
data protection safeguards as set out in the Data Protection Directive. However, the content 
of the measure has been heavily compromised. As a result, EU data protection rules related 
to police and judicial cooperation featured a significantly lower level of personal data 
protection than the one provided in the Data Protection Directive (De Hert and 
Papakonstantinou 2009, p. 411). Directive 2016/68028 that replaced the Framework Decision 
is meant to rectify this grave shortcoming (see section 2.3. below).  

Finally, transatlantic cooperation between the EU and the US in the framework of police and 
judicial cooperation in criminal matters has fleshed out in the commonly referred to as the 
‘Umbrella Agreement’ that entered into force on 1 February 2017.29 The latter covers all 
personal data exchanged between the EU and the US for the purpose of prevention, 
detection, investigation and prosecution of criminal offences, including data transferred by 
private entities in the territory of one party to competent authorities of the other party. It 
sets out rules on limitations in using the data, onwards transfers and retention periods of 
data. Importantly, it secures procedural safeguards for EU citizens by granting them the right 
to seek judicial redress before US courts in case US authorities mishandle their data. The 

                                                        
25 Schrems (n 22) para. 73. 
26 ibid para. 76. 
27 Council Framework Decision 2008/977/JHA of 27 November 2008 on the protection of personal data 
processed in the framework of police and judicial co-operation in criminal matters [2008] OJ L350/60. 
28 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data by competent authorities for the purposes of the 
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, 

and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA [2016] OJ 
L119/89. 
29 Agreement between the United States of America and the European Union on the protection of personal 
information relating to the prevention, investigation, detection, and prosecution of criminal offences [2016] OJ 

L336/3; Council Decision (EU) 2016/920 of 20 May 2016 on the signing, on behalf of the European Union, of the 
Agreement between the United States of America and the European Union on the protection of personal 

information relating to the prevention, investigation, detection, and prosecution of criminal offences [2016] OJ 
L154/1. 
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Agreement was made dependent upon the adoption by US Congress of the US Judicial 
Redress Bill.  

2.2.2. Sectoral instruments  

The ‘patchwork’ of privacy regimes is complemented by numerous sector-specific pieces of 
legislation that particularise privacy protection in different fields. In the telecommunication 
sector, the Data Retention Directive30 that obliged communication service providers to retain 
traffic data for a period between six months and two years was declared invalid in Digital 
Rights Ireland due to infringement of the rights to private life and personal data protection.31 
In particular, the Grand Chamber condemned generalised, mass surveillance, by exposing the 
absence of any relationship between the huge amount of retained data and persons likely to 
be involved in committing serious crimes. As regards access to the data by law enforcement 
authorities and their subsequent use, the Court was dissatisfied with the lack of any objective 
criterion determining the limits of the access and their subsequent use, as well as the lack of 
substantive and procedural conditions concerning this access.32 In this regard, the Court of 
Luxembourg set the threshold particularly high by requiring that prior to access by the 
competent national agencies, the conditions of access must be reviewed: 

‘by a court or by an independent administrative body whose decision seeks to 
limit access to the data and their use to what is strictly necessary for the purpose 
of attaining the objective pursued and which intervenes following a reasoned 
request of those authorities submitted within the framework of procedures of 
prevention, detection or criminal prosecutions’.33 

Thus, access for law enforcement purposes to data held by private companies imperatively 
requires prior review varied out by a court or by an independent administrative body.  

In the aftermath of the judgment, national retention schemes concerning telecommunication 
data have been based on the e-privacy Directive that obliged Member States to ensure the 
confidentiality of communication and related ‘traffic data’ by means of public 
communications networks and publicly available electronic communications services.34 Its 

                                                        
30 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of 
data generated or processed in connection with the provision of publicly available electronic communications 

services or of public communications networks and amending Directive 2002/58/EC [2006] OJ L105/54 (Data 
Retention Directive). 
31 Joined cases C-293/12 and C-594/12 Digital Rights Ireland Ltd v. Ireland (08.04.2014). 
32 Ibid para. 62. 
33 ibid; Emphasis added. 
34 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communications sector [2002] OJ 

L201/37, as amended by Directive 2009/136/EC of the European Parliament and of the Council of 25 November 
2009 amending Directive 2002/22/EC on universal service and users’ rights relating to electronic 

communications networks and services, Directive 2002/58/EC concerning the processing of personal data and 
the protection of privacy in the electronic communications sector and Regulation (EC) No 2006/2004 on 

cooperation between nationals authorities responsible for the enforcement of consumer protection laws [2009] 
OJ L337/11 (e-Privacy Directive).  
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Article 15(1) enabled Member States to conduct interception or surveillance activities, thus 
restricting the scope of protection, so in Tele2, the CJEU was enquired whether a general 
obligation to retain telecommunication data is precluded by the e-privacy Directive, and if 
not, which safeguards must be out in place and what circumstances must be taken into 
account.35 The Grand Chamber confirmed its findings in Digital Rights Ireland and provided 
guidance on the privacy safeguards that must be in place. The Court dismissed the general 
and indiscriminate retention of all traffic and location data of all subscribers and registered 
users relating to all means of electronic communication and clarified that Article 15(1) 
allowed targeted surveillance only.36 In addition, the Grand Chamber stressed that in order 
for the data to be used for law enforcement purposes, objective evidence needs to be 
inferred, from which it can be deduced that that data might, in a specific case, make an 
effective contribution to combating such activities.37 Importantly, in order to ensure that the 
conditions are fully respected, the Grand Chamber found it ‘essential’ that access of the 
competent national authorities to retained data should, as a general rule, except in cases of 
validly established urgency, be subject to a prior review carried out either by a court or by an 
independent administrative body, following a reasoned electronic request.38 

The e-privacy Directive will be replaced by a directly applicable Regulation with a view to 
modernising privacy standards by simplifying the rules on consent and cookies and expanding 
the scope of protection to service providers such as Facebook and Skype.39 However, the 
rules on retention of telecommunication data for law enforcement purposes have not been 
amended to fill the gap created by the invalidation of Directive 2006/24/EC and thus 
telecommunication retention schemes remain for the time being subject to national laws in 
accordance with Article 11 of the proposed Regulation. 

The latest manifestation of the key role of privacy in transnational data flows has emerged in 
the context of transfers of air passengers’ data (PNR – Passenger Name Records) by airline 
companies to third states. Such PNR Agreement are currently in force with the US, Canada 
and Australia, whereas the EU has recetly established its own PNR scheme through a 
dedicated Directive.40 In Opinion 1/15 of 26 July 2017 the Grand Chamber rejected the draft 
Agreement between the EU and Canada on the transfer of PNR data following the expiration 
of the previous one.41 The Grand Chamber called for increased safeguards by applying a strict 
proportionality test as regards the modalities of processing of PNR data including the 

                                                        
35 Joined Cases C‑203/15 and C‑698/15 Tele2 Sverige AB v Post-och telestyrelsen (C‑203/15) and Secretary of 
State for the Home Department v Tom Watson, Peter Brice, Geoffrey Lewis (C‑698/15) (21.12.2016). 
36 Paras 105-112. 
37 Para. 119. 
38 Para. 120. 
39 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private life 

and the protection of personal data in electronic communications and repealing Directive 2002/58/EC 
(Regulation on Privacy and Electronic Communications) COM/2017/010 final. 
40 Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on the use of 
passenger name record (PNR) data for the prevention, detection, investigation and prosecution of terrorist 

offences and serious crime [2016] OJ L119/132. 
41 Opinion 1/15 of 26 July 2017. 
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preciseness of the categories of data transferred by air carriers,42 the manner in which 
processing must take place on the basis of pre-determined models and criteria 43 and the 
post-traveling retention period.44 As regards the latter issue, the Court made a distinction 
between retention and use of PNR data before the arrival of air passengers, during their stay 
in Canada and after their departure. Viewing the PNR system as one that ‘facilitates security 
checks and border control checks’, the Court found that the retention of data up to the 
departure from Canada is proportionate in relation to all air passengers.45  Furthermore, 
during the stay of passengers who have been admitted entry in Canada, the use of their data 
must be based on new circumstances justifying that use, in particular ‘substantive and 
procedural conditions governing that use in order […] to protect that data against the risk of 
abuse.46 In that respect, the Court reiterated its findings in Tele2 and Watson that objective 
evidence is required that the PNR data may have an effective contribution to the combating 
terrorist offences and other series crimes.47 The requirement of prior review of the conditions 
either by a court or by an independent administrative body has been highlighted also in the 
PNR case.48 As for the retention after the departure of passengers from Canada, the CJEU 
opined that passengers subjected to entry and exit checks should be regarded as “not 
presenting, in principle, a risk” for terrorism and serious crime,49 therefore, there would not 
appear to be, once they have left, a connection — even a merely indirect connection — 
between their PNR data and the objective pursued by the envisaged agreement which would 
justify that data being retained.50 As such, the continued storage of all air passengers data 
after departure is disproportionate and only in specific cases, where “objective evidence is 
identified from which it may be inferred that certain air passengers may present a risk in 
terms of the fight against terrorism and serious transnational crime even after their departure 
from Canada, it seems permissible to store their PNR data beyond their stay in Canada’.51 In 
such cases, a five-year retention period does not exceed the limits of what is strictly 
necessary, but once again prior review by a court or an independent administrative authority 
is required.52  

 Therefore, on the basis of the CJEU’s jurisprudence in the aforementioned cases, the 
indispensability of prior review of the conditions of access to private electronic data - be it 
telecommunication or PNR- must take place in all cases. A key question that arises in this 
context is which bodies can qualify as independent administrative ones, which may verify the 
conditions of access to the data for law enforcement purposes. This is an issue that has not 

                                                        
42 Paras 155-167. 
43 Paras 168-174. 
44 Paras 196-211. 
45 Para. 197. 
46 Para. 200. 
47 Para. 201. 
48 Para. 202. Also see Tele2 (n 45) para. 120. 
49 Para. 204. 
50 Para. 205. 
51 Para. 207. 
52 Para. 209. 
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been clarified by the Luxembourg Court, thus allowing discretion to Member States in this 
context due to discrepancies in domestic organisations. In particular, the extent to which 
police authorities fall within this definition is questionable, as their independence in assessing 
the conditions may be jeopardised in the name of law enforcement effectiveness. 

 

 

2.3.  The Data Protection Police Directive  

2.3.1. Key safeguards and their exceptions  

Directive 2016/680, or commonly referred to as the Data Protection Police Directive, came 
into force on replacing the Framework Decision 2008/977/JHA. As noted above, the latter 
generated serious criticism regarding its restrictive scope and the significant watering down 
of the data protection safeguards provided under EU law. Protection gaps included the 
exceptions in the exercise of individuals rights of information, access and rectification 

(Joacquín Bayo Belgad 2010, 33-35; de Hert and Papakonstantinou 2009, 403). Directive 
2016/680 should be seen as an attempt to enhance privacy protection with regard to the 
protection of personal data and address shortcomings of the previous regime. At the same 
time, in view of the material scope of the Directive, which involves personal data processing 
in the context of security-related activities, flexibility is endorsed as a form of striking a 
balance between protection of individuals and addressing the requirements of police and 
criminal justice work. The choice of a directive as the chosen legal instrument is testament of 
this leeway to Member States to benefit from a degree of flexibility in the implementation 
process.  

Against this backdrop, the Directive rectifies the gravest flaw of the Framework Decision, by 
extending the scope to cover all personal data processing undertaken in the law enforcement 
context, regardless of a transborder dimension.53 In view of the significant discrepancies in 
data processing practices at the national level, bringing all activities of processing of personal 
data by law enforcement authorities into the realms of EU law is an important development. 
However, it must be noted that the purpose of the Directive is twofold; first, to protect the 
fundamental rights and freedoms of natural persons and in particular their right to the 
protection of personal data. As with GDPR, the Directive has dropped the reference to the 
right to private life, thus showing preference to Article 8 EU Charter. Second, a stated aim is 
to ensure the ‘free movement’ of data, whereby exchange ‘is neither restricted nor 
prohibited for reasons connected with the protection of natural persons with regard to the 
processing of personal data’.54 This emphasis on streamlining and regulating personal data 
processing by providing a level-playing field exemplifies the role of the right to personal data 
protection as a permissive right, contrary to the more protective function of privacy.  

                                                        
53 Article 1, and 2.2. 
54 Article 1(2)(b). 
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A key component of the Directive involves the basic data protection principles (such as 
purpose limitation,55 data quality,56 data security57), which may be found in Article 4 of the 
Directive. Personal data need to be processed ‘lawfully and fairly’. Whereas guidance as to 
the latter term remains sporadic,58 processing is lawful ‘only if and to the extent that 
processing is necessary for the performance of a task carried out by a competent authority 
for the purposes set out in Article 1(1) and is based on Union or Member State law’.59 The 
purpose limitation principle has regrettably not undergone reform60 and the exception to the 
rule continue to allow significant flexibility to national authorities to use personal data for 
other purposes other than those for which the data were originally collected.61 

However, an attempt has been to introduce higher safeguards by requiring Member States to 
draw a distinction between different categories of personal data subjects, namely suspected 
criminals, convicted criminals, victims of criminal offences and other parties to a criminal 
offences, such as witnesses, informants, contacts or associates of suspects or convicted 
criminals.62  Rules on data quality are also envisaged, with Member States being required to 
ensure that as far as possible, personal data based on facts are distinguished from personal 
data based on personal assessments.63 Specialised rules for profiling are also foreseen.  
Profiling is termed as any form of ‘automated processing’ of personal data consisting of the 
use of personal data to evaluate certain personal aspects relating to a natural person, in 
particular to analyse or predict aspects concerning that natural person's performance at 
work, economic situation, health, personal preferences, interests, reliability, behaviour, 
location or movements.64 Processing of special categories of personal data revealing racial or 
ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, 
and the processing of genetic data, biometric data, health or sexual orientation data is 
allowed provided that it is subject to specific conditions; strictly necessary, under appropriate 
safeguards for the rights and freedoms of the data subject, and only: a) when authorised by 
EU or national law; b) to protect the vital interests of an individual; c) when processing 
involves data manifestly public.65 Profiling that may result to discrimination on the basis of 
special categories of personal data is however prohibited. The extent to which this rule is 
sufficient is doubtful as there is not guidance as to when domestic legislation may authorise 
such activities, thus potentially leading to increased profiling at the national level. 

                                                        
55 Article 4(1)(b) and 4(2). 
56 Article 4(1)(c) and 4(1)(d). 
57 Article 4(1)(f). 
58 Recital 26. 
59 Article 8. Compare with Article 6 of the GDPR. 
60 The Commission contended that the Framework Decision contains too wide an exception to the purpose 
limitation principle. See Commission, ‘A comprehensive approach to the protection of personal data in the 

European Union’ (Communication) COM (2010) 609 final. 
61 Compare Article 4(2) –also 4(1)(b) with Article 3(2) of the Framework Decision. 
62 Article 6. See recital 15. 
63 Article 7(1). 
64 Article 3(4). 
65 Article 10. Compare with Article 6 of the Framework Decision. 
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Another basic feature of the Directive is the set of rights afforded by individuals, namely the 
rights to information, access and rectification. With respect to the right of information, under 
the previous regime it was to be exercised under national law, thus allowing full discretion to 
Member States. Flexibility is instilled also under the revised regime due to the nature of 
personal data processing, however, the rules have been modified. In particular, Article 13 
distinguishes between data to be made available to the data subjects in all cases,66 and 
further data to be provided ‘in specific cases’ only so as to enable the exercise of individual 
rights.67 The latter subset of information, which is arguably more consistent in size, may be 
restricted or omitted altogether under certain circumstances; to avoid obstructing official or 
legal enquiries, investigations or procedures; avoid prejudicing the prevention, detection, 
investigation or prosecution of criminal offences or to protect public security, national 
security or the rights and freedoms of others. The aforementioned reasons may also justify a 
restriction to the right of access as foreseen in Article 14, and to the right to rectification 
acknowledged in Article 16. As such, depending on how Member States have implemented 
these provisions, the limitations may significantly undermine the effectiveness of the rights 
foreseen and render their practical exercise significantly problematic (Hert and 
Papakostantinou 2016, 7).  

 Another central component of the Directive revolves around monitoring of personal 
the application of data protection rules within each Member State by independent state 
authorities entrusted with that task. Data Protection Authorities (DPAs) are recognised as 
independent supervisory authorities when performing their tasks and exercising their 
powers.68 The relationship between supervisory bodies and judicial authorities when acting 
within their judicial capacity is also resolved in Article 18, whereby Member States are given 
the leeway to provide for the exercise of individual rights, as mentioned earlier, in accordance 
with national law, where the personal data are contained in a judicial decision or record or 
case file processed in the course of criminal investigations and proceedings. In addition, the 
Article 29 DPWP is replaced by the European Data Protection Board (EDPB), however, its 
powers will be the same as its predecessor. This means that whereas under the Data 
Protection Regulation the Board holds a pivotal role through the consistency mechanism, no 
such powers are envisaged in the law enforcement context. 

 A final issue that merits attention involves the rules on transferring of personal data to 
third countries. In relation to data processing for commercial purposes, under the Data 

                                                        
66 These are: a) the identity and the contact details of the controller; b) the contact details of the data protection 
officer, where applicable; c) the purposes of the processing for which the personal data are intended; d) the 
right to lodge a complaint with a supervisory authority and the contact details of the supervisory authority; e) 

the existence of the right to request from the controller access to and rectification or erasure of personal data 
and restriction of processing of the personal data concerning the data subject.  
67 These are: a) the legal basis for the processing; b) the period for which the personal data will be stored, or, 
where that is not possible, the criteria used to determine that period; c) where applicable, the categories of 

recipients of the personal data, including in third countries or international organisations where necessary, d) 
further information, in particular where the personal data are collected without the knowledge of the data 

subject. 
68 Independence is emphasised in Article 42. 
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Protection Directive such transfers are subject to the ‘adequacy’ criterion, whereby personal 
information is allowed to be transmitted by an EU Member State to a third country only if the 
recipient meets the threshold of providing an adequate level of protection.69 In the law 
enforcement domain however, where all Member States have bilateral agreements with third 
countries permitting the exchange of personal data for law enforcement purposes, rules in 
the Framework Decision concerning the ‘adequacy’ criterion similar to the ones in the Data 
Protection Directive, did not exist. The ‘adequacy’ criterion with regard to the recipient is 
introduced in the Directive,70 nevertheless special rules are encompassed to allow transfers to 
third countries upon existence of appropriate safeguards or in special situations.71 As for the 
relationship of these provisions with bilateral agreements already in force, Article 61 foresees 
that provided these are compatible with EU law, they shall remain unaffected until amended, 
replaced or revoked.  

2.3.2. The (unsatisfying) definition of ‘Competent authorities’  

A problematic issue in the Directive revolves around the term ‘competent authorities’ as 
found in Article 3(7). According to latter provision a competent authority is defined as: 

‘a) any public authority competent for the prevention, investigation, detection or 
prosecution of criminal offences or the execution of criminal penalties, including 
the safeguarding against the prevention of threats to public security; or b) any 
other body or entity entrusted by Member State law to exercise public authority 
and public powers for the purposes of the prevention, investigation, detection or 
prosecution of criminal offences or the execution of criminal penalties, including 
the safeguarding against and the prevention of threats to public security.’ 

Compared to the previous legal framework and the Commission proposal, this definition 
presents significant changes.72  The Framework Decision defined competent authorities as 
‘agencies or bodies established by legal acts adopted by the Council pursuant to Title VI of the 
Treaty on European Union (TEU), as well as police, customs, judicial and other competent 

                                                        
69 See Article 25 of Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the 
protection of individuals with regard to the processing of personal data and on the free movement of such data 

[1995] OH L 281/31. For an analysis see Case C-362/14 Maximilian Schrems v Data Protection Commissioner 
(Grand Chamber 20.10.2015). 
70 Article 34.  
71 These are: a) to protect the vital interests of the data subject or another person; b) to safeguard legitimate 
interests of the data subject; c) for the prevention of an immediate and serious threat to public security of a 

Member State or a third country; d) in individual cases for the prevention, detection, investigation or 
prosecution of criminal offences or e) for in an individual case for the establishment, exercise or defence of legal 

claims. 
72 For previous versions of the definition as negotiated within Council see Council, Documents 11624/13 (28 June 

2013) 23, where the addition of ‘public’ authorities made appearance and; 7659/14 (19 March 2014) 28, where 
an attempt to specify the different categories was attempted by adding the terms ‘administrative or judicial’, but 

with queries as to whether ‘surveillance authorities’ are included. See also Document 11109/14 (30 June 2014) 
40, where the Commission explicitly mentions that courts and prosecutors are covered by the definition. 
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authorities of the Member States that are authorised by national law to process personal data 
within the scope of this Framework Decision’. Three main changes are evident in this respect. 

First, the current definition excludes EU agencies and bodies as these contain their own 
comprehensive data protection rules which constitute lex specialis. Second, the definition is 
further extended to private entities to which Member States have delegated tasks related to 
law enforcement. This extension to private entities did not exist in the Commission proposal, 
which understood a competent authority as a ‘public authority competent for the prevention, 
investigation, detection or prosecution of criminal offences or the execution of criminal 
penalties’, thus excluding delegated authorities. The inclusion reflects the previous state of 
play, whereby some activities of private actors for law enforcement purposes would fall 
outside the scope of the Data Protection Directive,73 on the basis of CJEU case law.74 
Therefore, the increased safeguards of the GDPR as regards data processing do not apply in 
the case of delegated authorities. Entities which are thus included within the term are bodies 
which are entrusted with activities related to airport security, transfer of prisoners or 
surveillance of football matches.75 Third, the current definition is open ended and there is no 
indication as to which public bodies may be included in the term. Under the previous 
definition, a list of authorities –albeit non exhaustive-76 was provided, including police, judicial 
and customs authorities. This wide and all-encompassing definition of competent authorities 
provided under the new Directive is meant to reflect and accommodate the different 
traditions underpinning Member States’ administrations, whereby the same law enforcement 
tasks may be entrusted to authorities and bodies of different nature (Art. 29 DPWP 2012, 40). 
Whereas police, judicial and customs authorities are definitely included within the term and 
definitely fall within the remits of the definition, as regards other authorities clarity would 
have been welcomed.  

A particularly contested aspect in this context involves the extent to which intelligence 
agencies are excluded from that definition. Intelligence services are traditionally understood 
as bodies that provide independent analysis of information related to external and internal 
security of state and society and the protection of vital national interests. According to Recital 
14 coupled with Article 2(3)(a), the Directive is not applicable to activities of agencies and 
units concerning national security.77 These provisions may imply that intelligence services are 
out of the scope of the definition of ‘competent authorities’, and that Member States are left 
leeway to apply domestic standards with regard to the processing of personal data in this 
context. However, the scope of the national security exemption particularly as regards the 

                                                        
73 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 
individuals with regard to the processing of personal data and on the free movement of such data [1995] OH L 

281/31. 
74 CJEU 30 May 2006, European Parliament/Council and Commission, C-317/04 and C-318/04, [2006] ECR I-4721. 

See European Data Protection Supervisor, ‘Opinion of the European Data Protection Supervisor on the data 
protection reform package’ (7 March 2012) 16.  
75 See Council of the European Union, Document 13260/14 (17 September 2014) 3. 
76 As indicated by the term ‘and other competent authorities’. 
77 This exception reflects Article 4(2) TEU providing that ‘national security remains the sole responsibility of each 
EU Member State’. 



14 | MITSILEGAS & VAVOULA 

14 | 

extent to which intelligence services are included within the term of ‘competent authorities’ 
is subject to debate. This lack of clarity goes hand in hand with the various and often unclear 
separation between the areas of law enforcement and national security in individual Member 
States. This is particularly true in the case of counter-terrorism, since terrorism is regarded as 
a threat to both national security and to law and order. As a result, the division of 
competences amongst intelligence and law enforcement authorities varies throughout the EU 
Member States, as so do the modalities of their information exchanges.  It may be the case 
that certain agencies at the national level are vested with tasks related to both law 
enforcement and intelligence analysis. To the extent that certain bodies are exclusively 
entrusted with duties related to national security, the exception is logical, however, given the 
protective function of the data protection rules and the need for transparency in personal 
data processing it is imperative that the exception is applied narrowly. As the European Data 
Protection supervisor (EDPS) has pointed out, it should be avoided that the exception is 
unduly used to legitimise the processing of personal data outside the scope of the Regulation 
and the Directive, for instance in the context of the fight against terrorism (EDPS 2012, 15). 
Towards an interpretation whereby intelligence services may not a priori be completely 
excluded from the scope of the term is the example of the rules of the Eurodac Regulation as 
regards law enforcement access to fingerprint data. Article 5(1) of the Regulation explicitly 
excludes agencies or units exclusively responsible for intelligence relating to national security 
from the related term of ‘designated authorities’. That article defines these authorities as 
‘authorities of the Member States which are responsible for the prevention, detection or 
investigation of terrorist offences or of other serious criminal offences’. The term is thus very 
closely related to the term ‘competent authorities’ and therefore, this provision may be seen 
as implying that unless otherwise indicated, the definition of competent authorities may 
cover intelligence services, particularly in cases whereby the boundaries of competence and 
their nature is mixed. Despite the ambiguity as regards the ambit of the definition, the 
concept of ‘competent authorities’ should be considered as an autonomous concept of EU 
law, guidance on the content and limits of which could be provided by the EU Court of Justice 
should this issue arise in a case in the future. 

3.  Final  remarks 

The analysis above was meant to underline the importance of privacy and provide a concise 
typology of privacy characteristics as emerging from the case law of European courts. In the 
past few years, the role of privacy in delimiting States’ power to conduct surveillance activities 
through the collection and processing of different categories of personal data has been 
highlighted on numerous occasions. In essence, whilst the Courts have not completely ruled 
out the possibility that processing personal data of large numbers of persons (Opinion 1/15), 
it has been adamant in dismissing mass and indiscriminate surveillance of the entire 
population (Digital Rights Ireland, Schrems, Watson). Importantly, in all cases discussed 
above, it has been made clear that important safeguards must be put in place, which will 
ensure that suspicion must not be arbitrary and directed to individuals without specific 
reason. These pronouncements are important not only in the specific context of the cases 
within which they were originally enunciated, but they have wider implications for 
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information exchange more broadly. Key example in this context is the latest Commission 
proposal for a European Production Order and European Preservation Order,78 whereby 
upholding the right of privacy and personal data protection must ensure that the foreseen 
procedures will not lead to automatic transmission of electronic evidence without due regard 
to the protection of individuals.  

  

                                                        
78 European Commission, Proposal for a Regulation of the European Parliament and of the Council on European 
Production and Preservation Orders for electronic evidence in criminal matters COM(2018) 225final; Proposal 
for a Directive of the European Parliament and of the Council laying down harmonised rules on the appointment 
of legal representatives for the purpose of gathering evidence in criminal proceedings COM(2018) 226final. 
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